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1) List and briefly define using your own word what the information security objectives are 

including what some security specialist think we should include. (Marks 10) 

 

2) What are the 12 principles of information security? List each one of them and using your 

own word briefly describes each principle with an example. (Marks 36) 

 

3) Using the text book (Chapter 2), the lecture slide deck, and the Equifax Data Breach post 

mortem slide deck as a reference, list which of the 12 principles of information security 

were broken in the Equifax data breach. And use your own word to justify your answers. 

(Marks 20) 

 
4) Why is Certification important? Why is Standard important? Using your own word tell me 

the why they are important. (Marks 14) 
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