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1) Please define the following types of hackers (using your own words): (Marks 15) 

a) White Hat 

b) Black Hat 

c) Grey Hat 

d) Hacktivists  

e) Cyber Terrorists 

 

2) What are the three primary categories in common law? Define each one of them and what 

are their differences? (Marks 15) 

 

3) What are the four areas that physical security domain focuses on? Briefly define them and 

provide with an example. (Marks 20) 

 
4) Why educating staff is so important in security prevention? (Marks 10) 

 

5) What are the difference types of operations security controls? Briefly define them. (Marks 

18) 

 
6) When evaluating a biometrics system, accuracy of a biometric is measure by which two 

indicators? Named and briefly define them. (Marks 6) 
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7) Define what is cryptography? Define what is cryptanalysis? And what are the differences 

between them. (Marks 6) 


